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Abstract 
The contemporary information environment has emerged as a contested strategic domain in which cognition, emotion, 
identity, and algorithmic systems interact to shape beliefs, attitudes, and behavior at unprecedented scale. Yet existing 
theoretical accounts remain fragmented across disciplinary boundaries. Cyberpsychology has generated substantial insights 
into online identity, deindividuation, and digital cognition; strategic communication (StratCom) has developed sophisticated 
approaches to message design, influence, and campaign management; while information-warfare scholarship has documented 
computational propaganda, coordinated inauthentic behavior, and cognitive-domain operations. What remains insufficiently 
developed is an integrative psychological account explaining how these processes interact within algorithmically mediated 
environments to produce, sustain, and amplify strategic influence. This paper addresses that theoretical gap by introducing the 
Cyberpsychological Theory of Communication (CTC), an integrative framework that conceptualizes strategic influence as an 
emergent process arising from the interaction of five domains: Cognition, Emotion, Identity, Algorithm, and Environment 
(CEIAE). These domains operate within a recursive feedback structure termed the Cyber-Cognitive Influence Cycle (CCIC), 
in which environmental conditions shape algorithmic exposure, exposure activates cognitive and affective processes, identity 
influences interpretation and response, behavioral engagement generates new informational signals, and those signals feed 
back into subsequent algorithmic exposure and belief formation. Drawing on established research in cyberpsychology (Van 
Bavel & Pereira, 2018; Reicher et al., 1995), misinformation psychology (Pennycook & Rand, 2021; Ecker et al., 2022), 
computational propaganda (Woolley & Howard, 2018), and strategic communication theory (Hallahan et al., 2007), the paper 
develops CTC's foundational propositions, formal process model, and empirically testable hypotheses. To support systematic 
validation, it proposes a multi-phase mixed-methods research program integrating computational trace analysis, cross-national 
survey research, controlled experimentation, and structural equation modeling. The paper concludes by translating CTC into 
an applied framework for countering information-warfare and influence operations, arguing that effective resilience requires 
interventions calibrated across cognitive, affective, identity-based, algorithmic, and environmental mechanisms rather than 
interventions targeting any single domain in isolation. CTC is therefore advanced as a theoretical foundation for an 
interdisciplinary research program at the intersection of cyberpsychology, strategic communication, computational influence, 
and information-warfare studies. 
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Introduction 
Human beings now form and revise their beliefs inside 
environments that were engineered, not evolved. Every act 
of reading, sharing, liking, and arguing online occurs within 
an architecture of ranking algorithms, engagement 
incentives, and adversarial actors who understand that 
architecture better than the citizens who inhabit it. The 
result is an information ecosystem in which classical models 
of persuasion — built for an era of print, broadcast, and 
face-to-face rhetoric — describe only a fragment of what 
actually moves belief. Contemporary strategic 
communication scholarship increasingly treats information 
itself as a domain of contest: Sedeeq (2025) [13] documents 
how hybrid warfare doctrine positions disinformation as a 
coordinated instrument of state power operating in the "grey 
zone" between war and peace, while Woolley and Howard 
(2018) [17] demonstrate empirically that algorithms, 
automation, and human curation are now routinely fused to 
distribute manipulative content at a scale no earlier 
propagandist could have imagined. Yet the psychological 
substrate that makes such operations effective — the precise 
cognitive, affective, and identity-based mechanisms by 

which an algorithmically curated message becomes a 
durable belief — remains theorized only in fragments, 
distributed across disconnected literatures that rarely speak 
to one another. 
This paper proposes that the fragmentation is not merely an 
inconvenience of academic specialization; it is a structural 
obstacle to building effective defenses against information 
warfare. Practitioners of strategic communication are trained 
in message architecture, audience segmentation, and 
campaign sequencing, but are rarely equipped with a 
rigorous model of the cognitive and affective machinery 
their messages are meant to engage. Cyberpsychologists, 
conversely, have produced sophisticated accounts of online 
identity, disinhibition, and group behavior (Reicher et al., 
1995) [12], but their work is seldom translated into 
operational doctrine for communicators defending 
information spaces against hostile influence. Computational 
social scientists have mapped the mechanics of bot 
networks, coordinated inauthentic behavior, and algorithmic 
amplification (Woolley & Howard, 2018) [16, 17] with great 
empirical precision, but their models of "why it works" on 
the human mind remain thin. And cognitive and social 
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psychologists studying misinformation have produced an 
increasingly rigorous account of belief formation and 
correction (Pennycook & Rand, 2021; Ecker et al., 2022) [1, 

3, 9], but largely in laboratory paradigms disconnected from 
the platform architectures and strategic actors that structure 
real information warfare. 
The central contribution of this paper is the 
Cyberpsychological Theory of Communication (CTC): an 
original, integrative theoretical framework that models 
strategic influence in digital environments as the emergent 
product of five interacting domains — Cognition, Emotion, 
Identity, Algorithm, and Environment, jointly denoted the 
CEIAE architecture — operating within a recursive 
feedback structure termed the Cyber-Cognitive Influence 
Cycle (CCIC). CTC is offered not as a restatement of 
existing theory but as a genuine synthesis that specifies, for 
the first time in a single formal model, how algorithmic 
curation interacts with cognitive heuristics, emotional 
arousal, and identity-protective reasoning to produce 
durable shifts in belief and behavior, and how that same 
architecture can be inverted to build cognitive resilience and 
counter hostile information operations. 
 
Purpose and Scope of the Study 
This paper pursues four interlocking objectives. First, it 
synthesizes the disparate literatures of cyberpsychology, 
strategic communication, and information-warfare studies 
into a coherent theoretical account of digital influence. 
Second, it formally articulates the Cyberpsychological 
Theory of Communication (CTC), specifying its axioms, its 
five-domain CEIAE architecture, its process model (the 
CCIC), and a set of falsifiable propositions and hypotheses. 
Third, it develops a methodologically rigorous, multi-phase 
mixed-methods research design capable of testing and 
refining CTC across cultural and platform contexts. Fourth, 
it translates the theory into an applied doctrine for strategic 
communicators and policymakers seeking to build resilience 
against information warfare, moving beyond fact-checking 
and content moderation toward interventions calibrated to 
the full CEIAE architecture. 
The scope of the paper is deliberately interdisciplinary. It 
draws on cognitive psychology (dual-process reasoning and 
analytic thinking; Pennycook & Rand, 2019) [1, 8, 14], social 
psychology (identity-protective cognition; Van Bavel & 
Pereira, 2018) [10, 14], classical persuasion theory (the 
elaboration likelihood model; Petty & Cacioppo, 1986) [11], 
computational propaganda studies (Woolley & Howard, 
2018) [16, 17], and the applied doctrine of strategic 
communication (Hallahan et al., 2007) [5]. This breadth is 
not decorative; it is the paper's central argument in 
miniature. Information warfare is a multidomain 
phenomenon, and any theory adequate to explain — and 
counter — it must itself be multidomain. 
 
Literature Review 
1. Cyberpsychology: Foundations and Theoretical 

Trajectory 
Cyberpsychology emerged in the 1990s as psychologists 
began systematically examining how internet-mediated 
environments alter identity formation, self-presentation, and 
social behavior, and has since matured into an established 
discipline with dedicated journals, professional societies, 
and university programs. Its flagship outlets — including 
Cyberpsychology, Behavior, and Social Networking, 

published continuously since 1998, and Cyberpsychology: 
Journal of Psychosocial Research on Cyberspace — reflect 
a field that is explicitly interdisciplinary, drawing on 
psychology, media studies, communication science, 
sociology, and information security to understand the 
psychosocial dimensions of digital life. A recurring 
theoretical concern within this literature is the malleability 
of identity in computer-mediated environments: users 
construct, perform, and revise digital selves that are 
simultaneously continuous with and distinct from their 
offline identities, a dynamic with direct implications for 
how persuasive and manipulative content is received and 
internalized. 
A theoretical cornerstone for understanding group behavior 
in anonymous or pseudonymous digital environments is the 
social identity model of deindividuation effects (SIDE), 
advanced by Reicher, Spears, and Postmes (1995) [12]. 
Contrary to earlier deindividuation accounts that treated 
anonymity as a simple disinhibitor of antisocial impulses, 
SIDE proposes that anonymity strengthens conformity to 
salient group norms and intensifies group-based identity 
rather than dissolving identity altogether. This distinction is 
theoretically decisive for information warfare: coordinated 
influence operations do not merely exploit anonymity to 
unleash impulsive behavior; they exploit anonymity to make 
group identity — partisan, national, ideological, or tribal — 
more psychologically salient and more behaviorally binding, 
which is precisely the mechanism through which 
coordinated inauthentic accounts and troll networks 
manufacture the appearance, and eventually the reality, of 
consensus. 
Cyberpsychological research on adolescent and adult social-
media users further demonstrates that observational learning 
(rooted in Bandura's, 1977, social learning theory) [2] and 
identity exploration (rooted in Erikson's, 1968, psychosocial 
theory of identity versus role confusion) [4] continue to 
operate powerfully in digital contexts, with users emulating 
influencers and in-group exemplars and using social 
platforms as a "digital mirror" for self-presentation and 
validation. These findings establish that digital 
environments do not simply transmit information to a 
passive cognitive system; they actively recruit identity and 
social-learning processes that determine which information 
is attended to, trusted, and reproduced. 
 
2. Strategic Communication: Theoretical Foundations 
Strategic communication (StratCom) as an academic 
discipline crystallized around the recognition that 
organizations — and, increasingly, states — must engage in 
deliberate, purposeful communication to achieve defined 
objectives, rather than treating communication as an 
incidental byproduct of operations. Hallahan et al. (2007) [5], 
in the field's most widely cited definitional statement, 
characterize strategic communication as the practice through 
which "individuals, acting on behalf of organizations, 
engage in intentional and purposeful communication events, 
public movements, or processes," emphasizing that the term 
"strategic" must be read broadly, encompassing not only 
military and diplomatic communication but public relations, 
marketing, and political campaigning within a single 
analytic frame. 
The genealogy of the field runs through Lasswell's early 
twentieth-century studies of wartime propaganda, 
Lazarsfeld's mid-century research on electoral campaign 
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effects, Klapper's theory of limited media effects, and 
McCombs and Shaw's agenda-setting theory, alongside a 
parallel critical tradition — running from the Frankfurt 
School through Herman and Chomsky's (2002) [6] 
propaganda model — that treats mass communication as an 
instrument through which elite interests shape public 
consciousness. This dual inheritance, administrative and 
critical, remains visible in contemporary StratCom 
scholarship, which is simultaneously concerned with the 
effectiveness of communication campaigns and with the 
ethical and democratic stakes of communicative power. 
The operational relevance of StratCom sharpened 
considerably after 2014, as Russian hybrid warfare against 
Ukraine demonstrated that information operations could 
function as a coordinated instrument of state power 
operating below the threshold of conventional armed 
conflict (Sedeeq, 2025) [13]. This has pushed StratCom 
scholarship and doctrine toward an explicit focus on 
countering disinformation and propaganda, with 
recommendations emphasizing coordinated communication 
channels, cross-sectoral partnerships among governments, 
technology platforms, and civil society, and the combination 
of technological, informational, and sociocultural 
countermeasures to build societal resilience against hybrid 
information threats. 
 
3. Information Warfare and the Weaponization of the 

Digital Environment 
A distinct but overlapping literature has emerged around 
computational propaganda: the use of algorithms, 
automation, and human curation to distribute manipulative 
political content at scale. Woolley and Howard (2016) [16] 
define computational propaganda as "the assemblage of 
social media platforms, autonomous agents, and big data 
tasked with the manipulation of public opinion," and their 
subsequent comparative volume (Woolley & Howard, 2018) 
[16, 17] documents case studies spanning nine countries and 
four continents, showing how coordinated networks of bots, 
sock-puppet accounts, and human trolls manufacture the 
illusion of grassroots consensus, silence dissenting voices, 
and manipulate platform trending algorithms. Crucially, this 
body of work establishes that information warfare is not 
reducible to the content of false claims; it is equally a matter 
of distribution architecture — the algorithmic and 
organizational infrastructure that determines which claims 
reach which audiences, at what velocity, and with what 
apparent social endorsement. 
This distributional dimension interacts directly with 
platform ranking algorithms, which are optimized for 
engagement rather than accuracy or civic value, and which 
therefore tend to systematically privilege emotionally 
arousing, identity-congruent, and novel content. Vosoughi, 
Roy, and Aral (2018) [15], in a large-scale analysis of 
diffusion on a major social platform, found that false 
political news traveled farther, faster, deeper, and more 
broadly than true news, a pattern the authors attribute in part 
to the greater novelty and emotional intensity of false 
claims. Read alongside the computational propaganda 
literature, this finding suggests a troubling structural 
alignment: the same content properties that platform 
algorithms are engineered to amplify are the properties that 
make false and manipulative claims maximally 
transmissible — an alignment that hostile information 
operations can, and demonstrably do, exploit deliberately. 

4. Cognitive and Psychological Mechanisms of Belief 
Formation Online 

A third literature, situated within cognitive and social 
psychology, has sought to explain why individuals believe 
and share misinformation once it reaches them. Ecker et al. 
(2022) [3], synthesizing this field in a major review, identify 
a convergent set of cognitive, social, and affective factors 
driving misinformed belief, including the continued 
influence effect — whereby corrected misinformation 
continues to shape reasoning even after correction is 
accepted — alongside source heuristics, repetition-based 
familiarity effects, and socially motivated identity 
protection. Pennycook and Rand (2021) [9] synthesize a 
parallel body of experimental evidence showing that 
susceptibility to fake news is better explained by a general 
lack of careful analytic reasoning than by politically 
motivated reasoning; in their earlier work, they term this the 
"lazy, not biased" account, showing that individuals who 
score higher on measures of cognitive reflection are better 
able to discern true from false headlines regardless of 
political congruence (Pennycook & Rand, 2019) [1, 8]. 
Complementary experimental work demonstrates that 
prompting deliberation, even briefly, reduces belief in false 
headlines without correspondingly reducing belief in true 
ones (Bago et al., 2020) [1], suggesting that inattention rather 
than ideology is frequently the proximate cause of 
misperception. 
A second, complementary strand of this literature 
emphasizes that belief is not merely an epistemic outcome 
but a socially and psychologically motivated one. Van Bavel 
and Pereira (2018) [14], in their identity-based model of 
political belief, argue that partisan and social identities can 
bias memory, implicit evaluation, and even perceptual 
judgment, such that individuals come to value party loyalty, 
or in-group loyalty more broadly, over factual accuracy 
whenever the psychological stakes of identity protection 
outweigh the stakes of being correct. Pereira, Harris, and 
Van Bavel (2023) [10] extend this account by showing 
experimentally that identity concerns causally drive both 
belief in, and willingness to disseminate, true and false 
political news, independent of the news content's actual 
accuracy. Read together, the cognitive-reflection literature 
and the identity-based literature are not competing 
explanations but complementary mechanisms operating on 
different individuals, in different contexts, and often within 
the same individual at different moments — a duality that 
any adequate theory of digital influence must accommodate 
rather than resolve prematurely in favor of one mechanism 
alone. 
Underlying both strands is the classical architecture of dual-
process persuasion theory. Petty and Cacioppo's (1986) [11] 
elaboration likelihood model (ELM) distinguishes a "central 
route" to persuasion, in which attitude change follows from 
effortful evaluation of argument quality, from a "peripheral 
route," in which attitude change follows from superficial 
cues such as source credibility, emotional tone, or social 
consensus, with route selection governed by the perceiver's 
motivation and cognitive capacity to process a message at 
the moment of exposure. Kahneman's (2011) [7] dual-
process account of intuitive (System 1) and deliberative 
(System 2) cognition provides a compatible cognitive-
architecture foundation, explaining why fast, heuristic-
driven judgment — the default mode of processing in high-
volume, high-velocity digital feeds — tends to privilege the 
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peripheral, emotionally salient, and identity-congruent cues 
that both platform algorithms and hostile information 
operations are structurally positioned to supply. 
 
5. The Gap: Toward an Integrative Framework 
Reviewed together, these literatures converge on a striking 
pattern without ever fully articulating it. Cyberpsychology 
shows that digital environments recruit identity and social-
learning processes (Reicher et al., 1995) [12]. Strategic 
communication doctrine shows that hostile actors 
deliberately, intentionally structure communication 
campaigns to exploit societal vulnerabilities (Sedeeq, 2025) 
[13]. Computational propaganda research shows that 
algorithmic distribution systems privilege exactly the 
content properties — novelty, emotional arousal, identity 
congruence — that maximize both engagement and 
susceptibility to false belief (Vosoughi et al., 2018; Woolley 
& Howard, 2018) [15–17]. And cognitive-social psychology 
shows the internal mechanisms — reduced analytic 
engagement, identity-protective cognition, the continued 
influence effect — through which that content, once 
delivered, becomes durable belief (Pennycook & Rand, 
2021; Van Bavel & Pereira, 2018; Ecker et al., 2022) [1, 3, 9, 

10, 14]. No existing framework, however, formally integrates 
these four levels — algorithmic distribution, cognitive 
processing, affective arousal, and identity — into a single 
explanatory and predictive model applicable equally to 
academic research and strategic communication practice. 
This is the gap the Cyberpsychological Theory of 
Communication is designed to close. 
 
The Cyberpsychological Theory of Communication 
(CTC) 
The Cyberpsychological Theory of Communication (CTC) 
is introduced here as an original theoretical synthesis. It 
proposes that strategic influence in digital environments — 
whether exercised for prosocial, commercial, or hostile ends 
— is never the product of a message in isolation, nor of a 
platform algorithm in isolation, nor of an individual 
psychological vulnerability in isolation. It is the emergent 
product of five interacting domains operating jointly and 
recursively: Cognition, Emotion, Identity, Algorithm, and 
Environment. The theory's central claim, and its principal 
departure from prior work, is that these five domains do not 
simply co-occur; they causally potentiate one another in a 
closed feedback loop, such that a change in any one domain 
propagates through the others and alters the probability, 
durability, and behavioral consequence of belief change. 
This section presents CTC's axioms, its five-domain CEIAE 
architecture, its process model — the Cyber-Cognitive 
Influence Cycle (CCIC) — and a set of formal, testable 
propositions. 
 
1. Foundational Axioms of CTC 
CTC rests on four foundational axioms, each grounded in, 
but extending beyond, the literatures reviewed above. 
 Axiom 1 (Co-determination): Belief and behavior in 

digital environments are co-determined by cognitive 
processing style, emotional arousal, identity salience, 
algorithmic exposure, and environmental context; no 
single domain is causally sufficient on its own, and 
interventions targeting only one domain will be 
systematically outperformed by interventions calibrated 
across all five.’ 

 Axiom 2 (Recursivity): The relationship between the 
individual and the digital information environment is 
not unidirectional transmission but a recursive loop: 
individual engagement behaviors (clicks, shares, dwell 
time, affective reactions) are read by algorithmic 
systems and used to reshape the individual's subsequent 
informational environment, which in turn reshapes 
cognition, emotion, and identity salience in a 
continuously self-reinforcing cycle. 

 
 Axiom 3 (Identity Primacy Under Load): As 

cognitive load, information velocity, and message 
volume increase — the default condition of 
contemporary digital feeds — identity-congruence 
increasingly substitutes for analytic evaluation as the 
dominant heuristic governing belief acceptance and 
sharing behavior, consistent with, but extending, the 
identity-based model of political belief (Van Bavel & 
Pereira, 2018) [10, 14] and the lazy-not-biased account of 
misinformation susceptibility (Pennycook & Rand, 
2019) [1, 8]. 

 
 Axiom 4 (Symmetry of Exploitation and Resilience): 

Because the same five-domain architecture that hostile 
information operations exploit to manufacture false 
belief also governs the formation of accurate, resilient 
belief, strategic communication designed to counter 
information warfare must be engineered with equal 
sophistication across all five domains, not merely 
through corrective content. 
 

2. The CEIAE Architecture: Five Interacting Domains 
CTC organizes the psychological and structural 
determinants of digital influence into five domains, 
summarized in Table 1 and elaborated below. 
 

 
 

Fig 1: The CEIAE Architecture of the Cyberpsychological Theory 
of Communication. 

 
Cognition refers to the analytic and heuristic processing 
systems through which individuals evaluate incoming 
information, corresponding to the dual-process architecture 
described by Kahneman (2011) [7] and operationalized in the 
misinformation literature through measures of cognitive 
reflection (Pennycook & Rand, 2019) [1, 8]. Within CTC, 
cognition is treated not as a fixed trait but as a state variable 
that fluctuates with cognitive load, time pressure, and 
platform design — variables that hostile actors and platform 
architectures alike can manipulate. 
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Emotion refers to the affective arousal a message generates, 
encompassing both discrete emotions (outrage, fear, hope, 
disgust) and general arousal intensity. Consistent with 
findings that false news is characterized by greater novelty 
and emotional intensity than true news (Vosoughi et al., 
2018) [15], CTC treats emotional arousal as a domain that 
both increases message transmissibility and narrows the 
cognitive window available for analytic evaluation, creating 
a structural coupling between the Emotion and Cognition 
domains. 
Identity refers to the self- and group-relevant meaning a 
message carries for the receiver, encompassing partisan, 
national, ethnic, religious, professional, and other social 
identities. Drawing on the identity-based model of political 
belief (Van Bavel & Pereira, 2018; Pereira et al., 2023) [10, 

14] and the social identity model of deindividuation effects 
(Reicher et al., 1995) [12], CTC treats identity salience as the 
domain most directly targeted by hostile actors seeking to 
convert isolated individuals into psychologically bound in-
group members, since identity-congruent claims are 
processed with reduced scrutiny and shared with elevated 
urgency. 

Algorithm refers to the computational systems — 
recommendation engines, ranking functions, trending 
mechanisms, and bot or troll networks — that determine 
which content reaches which users, at what frequency, and 
with what apparent social endorsement (Woolley & 
Howard, 2018) [16, 17]. CTC treats the Algorithm domain as 
the structural amplifier that converts individual-level 
psychological vulnerabilities in Cognition, Emotion, and 
Identity into population-level informational cascades. 
Environment refers to the broader socio-technical and 
geopolitical context within which communication occurs, 
including platform governance regimes, media literacy 
levels, institutional trust, regulatory frameworks, and the 
presence of active state or non-state information-warfare 
actors (Sedeeq, 2025) [13]. The Environment domain 
conditions the baseline susceptibility of a population to the 
dynamics generated by the other four domains and 
determines which counter-measures are institutionally and 
politically available. 

 
Table 1: The CEIAE architecture of the Cyberpsychological Theory of Communication. 

 

Domain Core Construct Grounding Literature Function Within CTC 

Cognition Analytic vs. heuristic processing (dual-
process reasoning) 

Kahneman (2011) [7]; Pennycook & Rand 
(2019, 2021) 

Determines depth of evaluation 
applied to incoming claims 

Emotion Affective arousal and valence Vosoughi et al. (2018) [15]; Bago et al. 
(2020) [1] 

Increases transmissibility; narrows 
analytic window 

Identity Social/partisan identity salience and 
protection 

Van Bavel & Pereira (2018) [14]; Pereira et 
al. (2023) [10]; Reicher et al. (1995) [12] 

Governs whose claims are trusted 
and defended 

Algorithm Ranking, recommendation, and 
coordinated amplification Woolley & Howard (2016, 2018) Converts individual vulnerability 

into population-level cascades 

Environment Socio-technical, institutional, geopolitical 
context Sedeeq (2025) [13]; Hallahan et al. (2007) [5] Sets baseline susceptibility and 

available countermeasures 
 
3. The Cyber-Cognitive Influence Cycle (CCIC): A 

Process Model 
Where the CEIAE architecture specifies what interacts, the 
Cyber-Cognitive Influence Cycle (CCIC) specifies how the 
interaction unfolds over time as a recursive, six-stage 
process. 
 Stage 1: Environmental Seeding: A message, narrative, 

or coordinated content set is introduced into the 
information ecosystem, often deliberately engineered 
for emotional intensity and identity relevance (Woolley 
& Howard, 2018) [16, 17]. 

 Stage 2: Algorithmic Amplification: Platform ranking 
systems, engagement-optimized recommendation 
engines, and, where present, coordinated bot or troll 
networks detect early engagement signals and 
disproportionately amplify high-arousal, identity-
congruent content (Vosoughi et al., 2018) [15]. 

 Stage 3: Cognitive Encounter: The individual 
encounters the amplified message under conditions of 
high information volume and limited attentional 
resources, conditions empirically associated with 
reduced analytic scrutiny (Pennycook & Rand, 2019) [1, 

8]. 
 Stage 4: Affective-Identity Filtering: The message is 

evaluated not primarily against factual criteria but 
against its emotional resonance and its congruence with 
salient social identities, producing rapid acceptance or 
rejection largely independent of accuracy (Van Bavel & 
Pereira, 2018) [10, 14]. 

 Stage 5: Behavioral Externalization: Acceptance (or 
rejection) is externalized through sharing, commenting, 
or other engagement behavior, which becomes a new 
algorithmic signal, closing the loop back to Stage 2 and 
seeding the next iteration of amplification. 

 Stage 6: Belief Consolidation and Continued Influence: 
Repeated exposure across iterations of the cycle 
consolidates belief through familiarity and social-proof 
effects, and — critically — renders the belief resistant 
to correction even after subsequent fact-checking, 
consistent with the continued influence effect 
documented by Ecker et al. (2022) [3]. 

 

 
 

Fig 2: The Cyber-Cognitive Influence Cycle (CCIC). 
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The CCIC's defining theoretical move is Stage 5's closure of 
the loop: unlike linear persuasion models, which treat the 
individual as a terminal node receiving a message, CTC 
treats every recipient as simultaneously a receiver and a re-
transmitter whose behavioral response becomes a machine-
readable input that reshapes the algorithmic environment for 
the next cycle of exposure — for themselves and for others 
within their network. This recursive structure explains 
phenomena that linear models struggle to account for, 
including the rapid, cascading virality of false claims 
(Vosoughi et al., 2018) [15] and the resistance of 
consolidated beliefs to single-exposure correction (Ecker et 
al., 2022) [3]. 
 
4. Formal Propositions and Hypotheses 
CTC generates a set of formal, falsifiable propositions 
intended to guide empirical testing. 
 P1: The probability of message acceptance is a joint, 

interactive function of emotional arousal and identity 
congruence, such that the effect of emotional arousal on 
acceptance is significantly stronger when identity 
congruence is high than when it is low. 
 

 P2: Algorithmic amplification velocity (rate of content 
propagation) is predicted more strongly by emotional 
arousal and novelty than by factual accuracy, 
replicating and extending the pattern reported by 
Vosoughi et al. (2018) [15] to a multi-platform, multi-
language context. 

 
 P3: Induced analytic engagement (e.g., accuracy-

focused prompts) will reduce belief in identity-
incongruent false claims more than in identity-
congruent false claims, indicating that the Cognition 
domain's corrective power is moderated by the Identity 
domain. 

 
 P4: Corrective interventions delivered through high-

identity-relevance sources (in-group messengers) will 
produce significantly greater and more durable belief 
revision than identical corrective content delivered 
through low-identity-relevance sources, extending the 
continued influence literature (Ecker et al., 2022) [3] 
into a source-identity framework. 

 P5: Environmental factors — specifically baseline 
institutional trust and prior media-literacy exposure — 
will moderate the strength of the Stage 3–4 (Cognitive 
Encounter to Affective-Identity Filtering) transition, 
such that populations with higher institutional trust and 
media literacy show attenuated identity-substitution 
effects under high cognitive load. 

 
These propositions are deliberately formulated to be testable 
with the mixed-methods design developed in the following 
section, and to yield results applicable both to theory 
refinement and to the design of counter-information-warfare 
strategic communication. 
 
Methodology 
Testing a five-domain, recursive theory such as CTC 
requires a research design capable of capturing structural 
(algorithmic), behavioral (sharing, engagement), and 
internal psychological (cognitive, affective, identity) 
variables simultaneously, across cultural and platform 
contexts. Accordingly, this paper proposes a four-phase, 
sequential explanatory mixed-methods design, integrating 
computational trace analysis, cross-national survey research, 
controlled laboratory and field experimentation, and 
structural equation modeling (SEM) to test the CEIAE 
architecture and the CCIC process model as an integrated 
system rather than as isolated sub-hypotheses. 
 
1. Research Design Overview 
The design follows a sequential explanatory logic in which 
each phase generates parameters and hypotheses tested and 
refined by the next. Phase One (computational) establishes 
the structural, algorithmic dynamics of amplification 
described in Stage 2 of the CCIC. Phase Two (survey) 
establishes population-level associations among the 
Cognition, Emotion, and Identity domains and self-reported 
belief and sharing behavior. Phase Three (experimental) 
establishes causal effects among the domains through 
controlled manipulation. Phase Four (integrative modeling) 
combines Phases One through Three within a structural 
equation model capable of testing the CEIAE architecture as 
a unified causal system and estimating the moderating role 
of Environment. 

 
Table 2: Four-phase mixed-methods design for testing the Cyberpsychological Theory of Communication. 

 

Phase Method Primary Data / Measures CTC Element Tested 

1. Computational 
Trace Analysis 

Large-scale observational analysis of 
content diffusion across multiple 

platforms using network and content 
analysis 

Propagation velocity, depth and breadth of 
cascades, emotional-valence and novelty scoring of 

viral content, bot/coordinated-account detection 

Algorithm domain; CCIC 
Stage 2 (Amplification); 

P[2] 

2. Cross-National 
Survey 

Quota-sampled online survey 
administered across multiple countries 

and languages 

Cognitive Reflection Test scores, validated 
emotional-arousal and identity-salience scales, 

institutional-trust and media-literacy indices, self-
reported sharing intentions 

Cognition, Emotion, 
Identity, Environment 

domains; P,[1] P[5] 

3. Controlled 
Experimentation 

Factorial (2×2×2) online and laboratory 
experiments manipulating emotional 

arousal, identity congruence, and 
analytic-engagement prompts 

Belief-accuracy ratings, sharing behavior, response 
latency, physiological arousal (subsample), 

delayed-recall belief persistence 

Causal tests of P,[1] P,[3] 
P[4]; CCIC Stages 3–4 and 

6 

4. Integrative 
Structural Equation 

Modeling 

Multi-group SEM combining Phase 1–
3 variables within a single latent-

variable model, tested for cross-country 
invariance 

Latent CEIAE constructs, direct and indirect 
(mediated/moderated) effect estimates, model fit 

indices (CFI, RMSEA, SRMR) 

Full CEIAE architecture 
and CCIC as an integrated 

causal system 
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Phase 1: Computational Trace Analysis 
The first phase adapts the large-scale diffusion methodology 
pioneered in the study of true and false news cascades 
(Vosoughi et al., 2018) [15] and the network-analytic 
approaches used in computational propaganda research 
(Woolley & Howard, 2018) [16, 17]. Publicly available and 
platform-partnered application programming interfaces 
(APIs) will be used to construct diffusion cascades for a 
stratified sample of viral political, health, and security-
related narratives across at least three major social platforms 
and three linguistic-cultural regions. Each cascade will be 
coded for propagation velocity, structural virality (depth and 
breadth), emotional valence and arousal (via validated 
computational sentiment and affect-scoring models), and 
indicators of coordinated inauthentic behavior (posting-
pattern synchrony, account-creation clustering, and network 
centrality anomalies consistent with bot or troll activity). 
This phase directly operationalizes the Algorithm domain 
and Stage 2 of the CCIC, and tests Proposition 2. 
 
Phase 2: Cross-National Survey Research 
The second phase administers a quota-sampled survey 
(target N ≥ 6,000, stratified across at least six countries 
spanning distinct media systems, regulatory environments, 
and information-warfare exposure levels) measuring the 
remaining CEIAE domains at the individual level. 
Cognition will be operationalized via the Cognitive 
Reflection Test and self-report measures of habitual analytic 
versus intuitive processing style. Emotion will be 
operationalized via validated discrete-emotion and arousal 
scales administered in response to stimulus headlines drawn 
from Phase 1's cascade sample. Identity will be 
operationalized via partisan and national in-group 
identification scales adapted from the identity-based belief 
literature (Van Bavel & Pereira, 2018; Pereira et al., 2023) 
[10, 14]. Environment will be operationalized via institutional-
trust indices and a media-literacy assessment battery. The 
dependent measures are perceived accuracy and stated 
sharing intention for a balanced set of true, false, and 
ambiguous stimulus items. This phase tests Propositions 1 
and 5 through moderated regression and multi-group 
comparison. 
 
Phase 3: Controlled Experimentation 
The third phase moves from correlational to causal 
inference through a series of pre-registered factorial 
experiments (2 emotional arousal: high/low × 2 identity 
congruence: congruent/incongruent × 2 analytic-
engagement prompt: present/absent), conducted with both 
convenience and quota-representative online samples and, 
for a physiological-arousal subsample, in a controlled 
laboratory setting. Participants will be exposed to stimulus 
content systematically varied across the three manipulated 
factors, with belief-accuracy ratings, sharing-intention 
measures, and response latencies recorded immediately 
post-exposure and again at a one-week follow-up to assess 
belief persistence and the continued influence effect (Ecker 
et al., 2022) [3]. This phase provides causal tests of 
Propositions 1, 3, and 4 and directly interrogates CCIC 
Stages 3, 4, and 6, extending prior experimental work on 
deliberation and false-belief reduction (Bago et al., 2020) [1]. 

Phase 4: Integrative Structural Equation Modeling 
The fourth and final phase integrates variables from Phases 
1 through 3 within a multi-group structural equation model 
in which Cognition, Emotion, Identity, Algorithm, and 
Environment are specified as latent constructs with the 
CCIC's recursive pathways modeled as a partially reciprocal 
(non-recursive) structural path system. Model fit will be 
assessed using standard indices (comparative fit index, root 
mean square error of approximation, and standardized root 
mean square residual), and measurement invariance will be 
tested across the national subsamples from Phase 2 to 
establish whether the CEIAE architecture generalizes across 
cultural and media-system contexts or requires context-
specific parameterization — a question of direct relevance 
to the Environment domain and to Proposition 5. 
 
2. Sampling and Participants 
Sampling will follow a purposive-stratified logic across all 
phases, selecting countries and platforms to maximize 
variance on theoretically relevant Environment-domain 
variables: regulatory stringency, documented exposure to 
state-linked information operations, institutional-trust levels, 
and linguistic diversity. Within countries, survey and 
experimental samples will be quota-matched to national 
demographic distributions on age, gender, education, and 
urban/rural residence, with oversampling of younger cohorts 
given their disproportionate exposure to algorithmically 
curated feeds. 
 
3. Instrumentation and Measurement 
All psychological measures will be adapted from previously 
validated instruments where available (the Cognitive 
Reflection Test for analytic processing; established discrete-
emotion and arousal scales; identity-strength and partisan-
identification scales consistent with Van Bavel and 
Pereira's, 2018, framework) [14, 17] and subjected to a formal 
translation-and-back-translation protocol, followed by pilot 
testing (target n = 150 per language) and confirmatory factor 
analysis to establish cross-language measurement 
equivalence prior to full-scale deployment. Stimulus 
materials (true, false, and ambiguous headlines) will be 
independently fact-checked and pre-tested for equivalence 
in readability, length, and topical relevance across the 
study's languages and cultural contexts. 
 
4. Ethical Considerations 
Because the research involves exposing participants to false 
or misleading content, even for research purposes, the 
design incorporates mandatory post-exposure debriefing 
with explicit correction of all false stimuli, consistent with 
established ethical guidance in misinformation research. All 
false stimuli will be selected from claims that have already 
achieved public circulation and independent fact-checking, 
rather than newly fabricated by the research team, to avoid 
introducing novel disinformation into the information 
ecosystem. Computational trace analysis will rely 
exclusively on public or platform-authorized data-sharing 
partnerships, with all personally identifying information 
removed or aggregated prior to analysis. The full protocol 
will be submitted for institutional review board approval, 
with particular attention to vulnerable populations (minors, 
individuals in active conflict zones) who will be excluded 
from primary data collection and addressed only through 
secondary, anonymized analysis where appropriate. 
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5. Validity, Reliability, and Methodological Rigor 
Internal validity in the experimental phase will be 
strengthened through pre-registration of all hypotheses, 
manipulation checks for each experimental factor, and 
inclusion of attention-check items to exclude inattentive 
respondents, consistent with methodological standards 
established in the misinformation-sharing literature 
(Pennycook & Rand, 2021) [1, 9]. External validity will be 
strengthened through the multi-country, multi-platform 
sampling strategy and through triangulation between 
naturalistic computational trace data (Phase 1) and 
controlled experimental data (Phase 3). Construct validity 
will be assessed via confirmatory factor analysis at each 
measurement phase, and the overall theoretical model's 
validity will be assessed via the structural equation model's 
fit indices and its measurement-invariance tests across 
national subsamples (Phase 4). Reliability of all multi-item 
scales will be assessed via Cronbach's alpha and, where 
longitudinal data are available, test–retest correlation across 
the one-week follow-up window in Phase 3. 
 
Application: CTC as a Doctrine for Countering 
Information Warfare 
The practical value of CTC lies in its capacity to reorganize 
strategic communication practice around the full CEIAE 
architecture rather than around content correction alone. 
Contemporary counter-disinformation practice remains 
heavily weighted toward the Cognition domain in isolation 
— fact-checking, media-literacy campaigns, and warning 
labels — an emphasis consistent with, but narrower than, 
the evidence base it draws on. Ecker et al. (2022) [3] and 
Pennycook and Rand (2021) [9] both demonstrate that such 
interventions produce real but modest and often short-lived 
effects, precisely because they leave the Emotion, Identity, 
Algorithm, and Environment domains untouched, allowing 
the CCIC to continue amplifying and re-consolidating belief 
through the very pathways correction efforts ignore. 
CTC implies a five-domain counter-doctrine. At the 
Cognition level, accuracy-nudge interventions (Pennycook 
& Rand, 2021) [1, 9] should be delivered at the point of 
maximal attentional availability rather than after belief 
consolidation, and should be paired with deliberation-
inducing design features consistent with the finding that 
brief deliberation reduces false-belief acceptance without 
suppressing true-belief acceptance (Bago et al., 2020) [1]. At 
the Emotion level, strategic communicators should 
recognize that emotionally neutral corrective content is 
structurally disadvantaged against emotionally arousing 
disinformation within engagement-optimized algorithmic 
environments, and should therefore design corrective 
narratives with comparable — though truthfully grounded 
— emotional and narrative salience, rather than relying on 
flat, technical correction. At the Identity level, correction 
and pre-emptive "inoculation" content should be sourced 
from credible in-group messengers wherever possible, since 
identity-congruent sourcing is predicted by CTC's 
Proposition 4 to produce more durable belief revision than 
out-group correction, however factually authoritative the 
latter may be. At the Algorithm level, counter-information-
warfare strategy must engage directly with platform design 
and detection infrastructure — including coordinated-
inauthentic-behavior detection consistent with Woolley and 
Howard's (2018) [17] computational propaganda findings — 
since content-level correction alone cannot offset structural 

amplification advantages enjoyed by high-arousal, identity-
congruent false content (Vosoughi et al., 2018) [15]. At the 
Environment level, sustained investment in institutional 
trust-building and population-wide media-literacy 
infrastructure is necessary, since Proposition 5 predicts that 
these environmental factors moderate the strength of the 
Cognitive Encounter to Affective-Identity Filtering 
transition and thus set the population's baseline resilience to 
the first four domains combined. 
Applied within the hybrid-warfare frame documented by 
Sedeeq (2025) [13], this five-domain doctrine reframes 
strategic communication's counter-disinformation mission 
from a reactive, content-correction posture to a proactive, 
systems-level resilience-building posture — one explicitly 
designed around the same recursive architecture that hostile 
actors already exploit. 
 
Discussion 
The Cyberpsychological Theory of Communication makes 
three principal contributions to the study of digital influence 
and information warfare. First, it offers a genuinely 
integrative theoretical vocabulary — the CEIAE 
architecture — capable of situating findings from 
cyberpsychology, cognitive and social psychology, 
computational propaganda research, and strategic 
communication doctrine within a single explanatory frame, 
rather than treating these literatures as parallel but 
disconnected research programs. Second, its process model, 
the Cyber-Cognitive Influence Cycle, formalizes the 
recursive, self-amplifying character of digital influence in a 
way that linear stimulus-response models of persuasion 
cannot capture, offering a principled explanation for 
phenomena — rapid cascading virality (Vosoughi et al., 
2018) [15], resistance to single-exposure correction (Ecker et 
al., 2022) [3], and the disproportionate influence of 
coordinated inauthentic networks (Woolley & Howard, 
2018) [16, 17] — that have previously been documented 
empirically but not unified theoretically. Third, by treating 
Axiom 4's symmetry claim as a design principle, CTC 
directly generates an applied doctrine for strategic 
communicators, translating theoretical propositions into 
concrete guidance for counter-information-warfare practice 
across all five domains rather than the cognition-dominant 
approach that currently prevails. 
CTC's emphasis on Identity Primacy Under Load (Axiom 3) 
also carries a normatively significant implication: it suggests 
that the contemporary information environment's structural 
properties — high volume, high velocity, engagement-
optimized ranking — do not merely fail to prevent identity-
protective reasoning from overriding accuracy motivation; 
they actively potentiate that override by keeping users in a 
state of chronic cognitive load. This reframes information 
warfare not simply as a problem of malicious content, but as 
a problem of environmental design that renders entire 
populations more identity-reliant and less accuracy-reliant 
than they would be under lower-load conditions, a claim 
directly testable through Proposition 5 and the Environment-
domain moderation analyses proposed in Phase 4 of the 
methodology. 
 
Limitations and Future Research 
Several limitations qualify the present contribution and 
define an agenda for future research. First, CTC is, at this 
stage, a theoretical synthesis; the propositions advanced 
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above are formulated for empirical testing but have not yet 
been tested within the integrated design proposed here, and 
the theory's ultimate value will depend on the results of that 
testing program. Second, the cross-national methodology, 
while designed to maximize generalizability, cannot fully 
capture the extraordinary diversity of platform architectures, 
regulatory regimes, and linguistic-cultural contexts that 
shape real-world information warfare; findings from any 
given set of sampled countries and platforms should be 
generalized cautiously. Third, the rapid evolution of 
generative artificial intelligence, which enables the 
automated production of highly personalized, emotionally 
calibrated, and identity-congruent synthetic content at a 
scale and sophistication beyond earlier computational 
propaganda techniques, may alter the relative weighting of 
the CEIAE domains in ways the present framework does not 
yet fully specify; future extensions of CTC should explicitly 
model synthetic-media generation as an additional input into 
the Algorithm domain and the CCIC's Stage 1 seeding 
process. Fourth, ethical and practical constraints on 
experimental manipulation of identity and emotion limit the 
intensity of manipulations researchers can ethically 
administer, potentially underestimating real-world effect 
sizes relative to those achievable by unconstrained hostile 
actors. Future research should extend CTC through 
longitudinal field studies tracking individuals' belief 
trajectories across real information-warfare events, 
computational agent-based modeling of the CCIC's 
population-level dynamics, and collaborative data-sharing 
partnerships with platforms to test the Algorithm domain's 
propositions with greater ecological validity than publicly 
available data alone permit. 
 
Conclusion 
Information warfare succeeds not because any single 
vulnerability in human cognition, emotion, or identity is 
exploited in isolation, but because the digital information 
environment has been architected — by platform design 
and, increasingly, by hostile actors' deliberate strategy — to 
activate all of these vulnerabilities simultaneously and 
recursively. This paper has argued that strategic 
communication and cyberpsychology, though historically 
separate disciplines, describe two halves of a single 
phenomenon, and has proposed the Cyberpsychological 
Theory of Communication as the integrative framework that 
unites them. Through its CEIAE architecture and its Cyber-
Cognitive Influence Cycle, CTC offers both a testable 
scientific model and a practical doctrine: testable, because 
its propositions are formulated for empirical verification 
through the multi-phase mixed-methods design developed in 
this paper; and practical, because it reframes counter-
information-warfare strategic communication as a systems-
level design problem requiring simultaneous engagement 
with cognitive, affective, identity-based, algorithmic, and 
environmental levers. As digital environments continue to 
evolve — most urgently through the integration of 
generative artificial intelligence into information operations 
— theoretical frameworks capable of unifying 
psychological and structural analysis will become not 
merely academically valuable but strategically 
indispensable. CTC is offered as a foundation for that 
unified research program. 
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